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SIDE-CHANNEL ANALYSIS  ATTACKS
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COUNTERMEASURES
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SECURITY-AWARE HARDWARE DESIGN 
FLOW
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Development

1-3 months

Manufacturing

3-6 months

Evaluation

1-3 months

• Not straightforward

• Requires expertise

• Time consuming & costly

• Prone to implementation 

flaws

• Don  by a     i i   lab

• L akag  ass ssm n /a  a ks

• I   a iv  p o  ss

• Exp nsiv  p o o yping (ASIC)



CHALLENGES
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MASKING SCHEME SECURITY ANALYSIS
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PROBLEMS
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Physical Defaults

𝑧 = 𝑥 ⋅ 𝑦, 𝑥, 𝑦, 𝑧 ∈ 𝐺𝐹(2)

Requires proofs under robust 

adversary models!

Lacks of Composability
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COMPOSABLE GADGETS
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AUTOMATED GENERATION OF MASKED 
HARDWARE
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So    : Kni   l, D., Mo a i, A., Müll  , N., & Sas  i  , P. (2021). A  oma      n  a ion o  

Mask   Ha  wa  . IACR Transactions on Cryptographic Hardware and Embedded 

Systems, 2022(1), 589-629.    ps:// oi.o g/10.46586/    s.v2022.i1.589-629 

https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629
https://doi.org/10.46586/tches.v2022.i1.589-629


OPTIMIZED SECURITY-AWARE HARDWARE 
DESIGN FLOW
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Manufacturing

3-6 months

Evaluation

1-3 months

minutes

Development

1-3 months

1 week

• Don  by A EMA

• P ovably s        s l s

• No knowl  g    q i   

•  a g    omposabili y p ov n

• Man al o  a  oma    p oo s

• No    i a    v  i i a ion

In   i i n   ompa     o man al mask    i   i s!



LEAKAGE EVALUATION
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Source: Müller, N., & Moradi, A. (2022). PROLEAD: A Probing-Based Hardware Leakage 

Detection Tool. IACR Transactions on Cryptographic Hardware and Embedded 

Systems, 2022(4), 311-348. https://doi.org/10.46586/tches.v2022.i4.311-348

Formal 

Verification

 Accurate

 Formal

Inefficient

Leakage

Simulations

 A    a  

In o mal

 E  i i n 

Hybrid 

Approach

 A    a  

 Fo mal

 E  i i n 

https://doi.org/10.46586/tches.v2022.i4.311-348
https://doi.org/10.46586/tches.v2022.i4.311-348
https://doi.org/10.46586/tches.v2022.i4.311-348


CONCLUSIONS

Take Home Messages:

• Masking giv s p ovabl  s    i y 
b   is  i  i  l   o impl m n 

•  a g  s o     a sys  ma i  way  o 
g n  a   mask     signs

• T   ov    a  o  ga g  s is  ig  
 ompa     o  an -ma   masking

• Man ally mask     signs s o l  
b   val a    wi    ools
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Additional Resources:

https://www.informatik.tu-
darmstadt.de/impsec/publication
s_impsec/index.en.jsp



               

www.casa.rub.de www.hgi.rub.de

RUHR-UNIVERSITÄT BOCHUM  

Horst-Görtz-Institut für IT-Sicherheit

Exzellenzcluster CASA

MC 0.75 | Universitätsstr. 150 | 44780 Bochum |  Germany

www.casa.rub.de | www.hgi.rub.de

Thanks! Any Questions?

Or maybe later: 

nicolai.mueller@rub.de

http://www.casa.rub.de/
http://www.hgi.rub.de/
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