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SIDE-CHANNEL ANALYSIS ATTACKS
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COUNTERMEASURES
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FLOW

Evaluation
1-3 months

Manufacturing
3-6 months

Development
1-3 months

* Not straightforward

* Requires expertise
« Time consuming & costly .
 lterative process

* Prone to implementation . : :
_ flaws VAN Expensive prototyping (ASIC)j

M Done by a certified lab
» Leakage assessment/attacks




CHALLENGES

MASKING SCHEME
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SECURITY ANALYSIS
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P RO B L E M S OF LARGE-SCALE ADVERSARIES
Physical Defaults Lacks of Composability
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Requires proofs under robust Requires dedicated proofs of
adversary models! composability!
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COMPOSABLE GADGETS
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AUTOMATED GENERATION OF MASKED CASA
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Source: Knichel, D., Moradi, A., Muller, N., & Sasdrich, P. (2021). Automated Generation of
Masked Hardware. IACR Transactions on Cryptographic Hardware and Embedded
Systems, 2022(1), 589-629. https://doi.org/10.46586/tches.v2022.i1.589-629
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OPTIMIZED SECURITY-AWARE HARDWARE ~ CASA
DESIGN FLOW

Evaluation
1-3-months
minutes

Development
1-3-months
1 week

Manufacturing
3-6 months

 Done by AGEMA « Gadget composability proven
« Provably secure results * Manual or automated proofs
* No knowledge required « No dedicated verification
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LEAKAGE EVALUATION
Formal Hybrid Leakage
Verification Approach Simulations
Accurate  _,  /\ Accurate  __  /\ Accurate
Formal Formal ¥ Informal
X Inefficient Efficient Efficient

Source: Muller, N., & Moradi, A. (2022). PROLEAD: A Probing-Based Hardware Leakage
Detection Tool. IACR Transactions on Cryptographic Hardware and Embedded
Systems, 2022(4), 311-348. https://doi.org/10.46586/tches.v2022.i4.311-348
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Take Home Messages: Additional Resources:

Masking gives provable security
but is difficult to implement

Gadgets offer a systematic way to

generate masked designs https://www.informatik.tu-

The overhead of gadgets is high darmstadt.de/impsec/publication
compared to hand-made maskings_impsec/index.en.jsp

Manually masked designs should
be evaluated with tools
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Thanks! Any Questions?

Or maybe later:
nicolai.mueller@rub.de
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