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Post Quantum Cryptography
DFA on PQC (Dilithium) Implementation for Key Recovery
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Quantum Computer advancing fast

Q-DAY

• Quantum chips 

• Quantum computers: D-Wave: quantum annealing 

computers

• PQC is new encryption algorithms designed to 
resist attacks from quantum computers.

• Post Quantum Cryptography will eventually 
replace classical cryptography used today

Q-day is the day someone builds a quantum computer 

that can crack the most widely used forms of 

encryption. Preparation date was set at 2035. 

Q-Day is sooner than expected!
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Standardization and regulatory developments

NIST recommendations
• ML-KEM (Kyber) for key agreement (FIPS-203)

• ML-DSA (Dilithium) for digital signatures (FIPS-204)

• SLH-DSA (SPHINCS+) for digital signatures (FIPS-205)

• HQC algorithm was selected March 11, 2025 as a backup 
KEM

• Flacon to be published soon

ISO standards
• eXtended Merkle Signature Scheme (XMSS)- 2018

• Leighton-Micali hash-based Signature (LMS) - 2019

• TVLA

• Note: ISO published the stateful hash-based signatures –
2020 

EUCC

Adoption

Regulatory requirements and 
compliance is emerging

• The PQC algorithms is now a guidance document for the 
European certification scheme EUCC
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WHY SECURITY MATTERS DESPITE MIGRATION TO PQC?

Key risks for PQC implementations

• Quantum Computers are still in early development, but 
PQC is already required now to protect against "Store now 
Decrypt later" attacks. 

• In practice, as with traditional Ciphers (AES, RSA, ECC, 
..) PQC implementations are proven to be vulnerable to 
Side-Channel attacks and Fault Injection (FI)  attacks!

 

PQC implemented 
solution 

Secure algorithm != Secure Implementation
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FI on Dilithium
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Dilithium

Dilithium PQC algorithm 
has 3 main stages:

• Key Generation: 
• public key (pk)

• private key (sk)

• Signature of a message

• Verification of the 
message
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Dilithium SIGNING

In this demonstration we aim to 
corrupt the signature process and 
then recover the secret key using 
advanced mathematics.

• Signatures rely on a commitment 
value 𝑦 at line 10.

• Line 10 uses the private key 𝑠1

• Attacker needs to recover 𝑠1
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Fault Target

• Case 1:
• Sampling of 𝑦 vector is skipped – zero vector

• Line 10: becomes

• z =  𝑐 ∗ 𝑠1

• 𝑠1 can be trivially computed

• 𝑠1 = 𝑧 ∗ 𝑐−1  

• Case 2:
• Some of the coefficients in polynomial is set, 

rest are 0

• Polynomials are order of 𝑛′ <<  𝑛

• 𝑠1 still can be recovered

2 cases
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Math behind Loop-Abort Fault

• If order of polynomial y𝑖 ∈ 𝑅𝑞 , is 𝑛′ ≪
𝑛, then the problem can be reduced to 
a lattice reduction problem

• Attacker knows 𝑧 and challenge vector 
𝑐

• Sampling of 𝑦𝑖  was aborted early and 
need to recover 𝑠1

• The theory attack require knowledge of 
𝑛′ , but in our practical attack we can 
guess 𝑛′ with high a probability by 
observing coefficients of polynomials 
in 𝑧

• No matter the security level
• No matter deterministic or non-

deterministic version
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Lattice Reduction Approach

The mathematics used by our attack modules

• Consider:

z𝑖 = 𝑦𝑖 + 𝑐 ∗ 𝑠1,𝑖

𝑧𝑖 ∗ 𝑐−1 = 𝑦𝑖 ∗ 𝑐−1  + 𝑠1,𝑖

𝑧𝑖  ∗ 𝑐−1  − 𝑠1,𝑖 = 𝑦𝑖  ∗ 𝑐−1  ≡ ෍

𝑗=0

𝑚−1

𝑦𝑖,𝑗 ∗ 𝑐−1 ∗ 𝑥𝑗

𝑚 - index of first faulted 
coefficient
𝑖 – polynomial index in 
vector
𝑗 – coefficient index in 
polynomial 
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Target Function

• Each polynomial in vector 𝑦 is 
sampled in the loop

• Sampled values are unpacked 
into the polynomial structure



12

Target Function

• Goal :
• Abort Loop as soon as possible in 

polyz_unpack function

• No matter the medium:
• Voltage FI

• Electromagnetic FI

• Laser FI
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Setup used 
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Setup used

Differential Fault Attack on Dilithium (video)

https://youtu.be/i-5xGwEhXdU?si=hC01ZvVTugcf0Xth
https://youtu.be/i-5xGwEhXdU?si=hC01ZvVTugcf0Xth
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Fault injection campaign

After obtaining a few successful 
glitches we apply math to 
recover the secret key

• Green: Glitch attempts were 
the target returned the 
expected response

• Yellow: The target mutes

• Red: Successful glitches 
where the result of the target 
function has changed 

.
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Recovering private key
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Recovering private key

• We need to point to the 
database containing the faulty 
signatures

• We need to say were to place 
the recovered private 
signature
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Forging a Signature

• Recovered 𝑠1 can be used to sign arbitrary message

• Attacker can generate arbitrary 𝑠2′ small polynomial and calculate  new 𝑡0’ 

     𝐴 ∗ 𝑠1  − 𝑡1 ∗ 2𝑑 + 𝑠2′ = 𝑡0′ 

• If  𝑡0
′ − 𝑠2

′  = 𝐴 ∗ 𝑠1  − 𝑡1 ∗ 2𝑑  secret key is successfully forged

𝑡 = 𝐴𝑠1 + 𝑠2

𝑡1 ∗ 2𝑑  +  𝑡0 = 𝐴𝑠1 + 𝑠2

𝐴 ∗ 𝑠1  − 𝑡1 ∗ 2𝑑 = 𝑡0  − 𝑠2

A , 𝑡1, 𝑑  - public knowledge
𝑡0, 𝑠2 – private knowledge
𝑠1 – recovered
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Forging a Message

The recover signature 
allows to forge new 
msgs/payload.
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Conclusions

• Secure algorithm!= secure implementation.

• Cryptographic implementations require thorough security testing to 
avoid surprises.

• Dilithium is still a secure algorithm but needs to be implemented 
properly with countermeasures.



Thank you
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